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ACS IN OFFICE: 

ACS employees will continue to 
work from home unless otherwise 

required. 

Social distancing will be following 
in ACS Office. 

Daily monitoring of Employees 
Health will be enforced, including 

a daily self assessment, taking 
temperature before entering 

office, use of masks, gloves, and 
other Personal Protective 

Equipment . 

Hand sanitizer and disinfecting 
wipes will be provided and utilized 

by all employees. 

ON SITE WORK: 

ACS employees will be provided 
and trained on proper use of PPE, 

including hand sanitizer, gloves and 
masks. 

Each client will be contacted prior 
to ACS employee showing up to 

determine each practice’s infection 
control policy, so we may comply 

with additional temperature 
reading or additional PPE needed. 

ACS employees will follow social 
distancing guidelines while on site. 

ACS employees will use 
disinfecting wipes to wipe down all 

surfaces touched while on site. 

EDUCATION: 

Classes will be moved to virtual 
classes whenever possible to 

maintain social distancing. 

On Site Classes will be 
rescheduled to a later date if 

possible. 

On Site Classes will maintain 
same protocols as On Site IT 
work, including mask, gloves, 

temperature, etc.

NEW ACS POLICIES FOR INTERACTING 
WITH YOUR PRACTICE

AT ACS Technologies, LLC, we have always taken infection control seriously, but in light of new 
guidelines on your practices, the following has been implemented for all ACS employees:



 There is so much information being 
thrown at us like sneeze guards, how 
to get PPE, and what about PPP/EIDL 
loans, no wonder we are 
overwhelmed.


The good news is that businesses are 
slowing reopening.  The bad news is 
that “normal” has shifted and new 
things must be implemented in order 
to open your business.


Don’t let all the options and 
businesses trying to make sales 
themselves, frustrate you.  You need to 
be aware of what will help your 
business and what will cause more 
problems.


This guide was created to help you 
with decision making and provide 
resources that are secure, HIPAA 
compliant* and can help streamline 
your workflow. 

*The term “HIPAA Compliant” is used 
for  businesses or vendors that not 
only have or sign a Business Associate 
Agreement, but also answer Due 
Diligence questions pertaining to 
access and security vendor may have.  
Just because a vendor may not appear 
on this whitepaper, doesn’t mean that 

they are not HIPAA Compliant.  You are 
encouraged to perform your own Due 
Diligence prior to engaging any vendor.   

Need assistance on what to ask?  
Download our white paper on                  
Business Associates or contact us.

Information in this white paper is accurate as of  05/15/2020.

     Navigating The Reopening Of Your Practice Securely    
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Conserving 
PPE

There are many vendors, programs 
services, and solutions that can 
assist in getting your practice back 
up and running while complying 
with new guidelines that may help 
you save precious PPE.

Low 
Interaction 

Payment 
Processing

Automated 
Forms Messaging

Offer TOUCHLESS payments such as 
manually processing a card, either on 
a terminal or online terminal. 

Some services, such as Rhinogram, 
offer text or email links to further 
streamline efficiency. 

Utilize SMS messaging to communicate with 
your patients about appointment reminders, 
Covid-19 pre-screening questions, and 
notification when they are in the parking lot 
for their appointment.   
Try these companies: 
Rhinogram 
Legwork 
Dental Symphony

Get rid of clipboards and pens by 
automating your forms with tablets, 
computers, email, and text links.  Here 
are some vendors that offer this service: 

Enlive Dental (Dentrix, Eaglesoft and 
Open Dental) 

OperaDDS (Eaglesoft Only) 

Flex (Open Dental Only) 

Using Technology To Streamline Your New Workflow 

http://www.enlivedental.com
http://www.operadds.com
http://www.flexdental.co
http://www.enlivedental.com
http://www.operadds.com
http://www.flexdental.co
http://www.rhinogram.com
http://www.legwork.com
http://www.dentalsymphony.com
http://www.rhinogram.com
http://www.rhinogram.com
http://www.legwork.com
http://www.dentalsymphony.com
http://www.rhinogram.com


 

Home computers or company 
owned computers are now an 
extension of your office 
network and should be secured 
the same way.   

Read more on page 7Working From 
Home

Team 
Management

TeleHealth
TeleDentistry

Keyboards 
and 

Computers

Struggling to keep your team 
together while some or all work 
remotely?   
Try secure messaging: 
Rhinogram 
Microsoft Teams 
WhatsApp

Adding additional computers or 
keyboards in hallways is another 
way you can conserve PPE and 
staff time. 

Cleaning Tip: Keyboards and mice can be 
protected with plastic shields or poly bags.  
Hermetically sealed models can be purchased, 
however, they are difficult to get currently and 
you may have to wait for availability. 

For comfort visits, pre-
screening or assessing 
emergency patients, TeleHealth 
platforms are a great alternative 
to in-office visits.  Just make 
sure to verify it is truly HIPAA 
Compliant. 

Read more on Page 6

Using Technology To Streamline Your New Workflow 

http://www.rhinogram.com
https://signup.microsoft.com/create-account/signup?products=CFQ7TTC0K8P5:0001&culture=en-us&country=US&lm=deeplink&lmsrc=FreePageWeb&cmpid=FreemiumSignUpHero
https://www.whatsapp.com/
http://www.rhinogram.com
https://signup.microsoft.com/create-account/signup?products=CFQ7TTC0K8P5:0001&culture=en-us&country=US&lm=deeplink&lmsrc=FreePageWeb&cmpid=FreemiumSignUpHero
https://www.whatsapp.com/


 Telehealth
There are many options when it comes to utilizing a TeleHealth service. 

With Office for Civil Rights temporarily ceasing enforcement activities on 
Covered Entities to allow doctors to provide emergency care in light of 
Covid-19, more options are available for occasional TeleHealth sessions. 

Whenever possible, a service that provides a Business Associate 
Agreement as well as a secure platform should be used.  Services such as*: 

doxy.me 
Zoom for Healthcare 
Rhinogram 
OperaDDS 

Note: Many services are offering TeleHealth or video conferencing.  Verify that they 
are indeed secure and HIPAA Compliant. 

HIPAA Considerations 
Office for Civil Rights has granted a temporary reprieve on 
enforcement action for Telehealth.  This does not mean 
you have free reign to violate HIPAA elsewhere.  It 
means that in a true emergency, to avoid a trip to the ER, a 
less than HIPAA compliant option may be used, such as 
Zoom, Facetime, Facebook Messenger, etc.  If TeleHealth 
video conferencing is used more than once, HIPAA 
compliant services should be considered. 

*ACS does not endorse any vendor or service. For more information on 
verifying HIPAA Compliance of any vendor, download our free white paper on 
Business Associates at www.acsdt.com/white-papers

Transfer Videos To 
Office Securely By 
Dropbox For Business

Save Videos On 
Company Secured 
Computers

Enable Two Factor 
Authentication 
Wherever Possible

Get A Business Associate 
Agreement

Require Password If 
Possible For Attendees

Modify  Security Settings

TeleHealth Security Tips

http://www.acsdt.com/white-papers/
http://doxy.me
https://zoom.us/healthcare
https://www.rhinogram.com/
https://operadds.com/
http://www.acsdt.com/white-papers/
http://doxy.me
https://zoom.us/healthcare
https://www.rhinogram.com/
https://operadds.com/


 

VPN or Remote Access 

Printing at Home

Is the computer used owned by the practice or 
is it an employee’s home computer?  You 
should implement a new policy and outline 
expectations for either situation.  Does the 
device need to be encrypted?

Company Asset or BYOD

Home Network Security

WIFI Segmentation

               Questions to Ask Yourself 

Are you using a point to point VPN (virtual 
private network) with firewalls on both ends or 
are you using a remote access program?  Either 
option can be properly secured, but each choice 
has different things that should be done for 
extra security.

Is the home network secured?  Is the computer 
secured with antivirus, separate users, etc?  Are 
things being saved to the desktop?  Are they being 
backed up to personal backups? Are patches and 
updates being run?  Are passwords being saved in 
browsers?

Even home routers have the option to have 
separate network names.  If employees have a 
dedicated computer or a VOIP phone, it is 
recommended that a separate username and 
password be set up on WIFI.

If documents are printed at home, are they being 
disposed of in accordance with your Media 
Sanitization Policy?

Remote Working Tips
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On a personal note, we have endured several 
natural disasters the during the past few years 
and find that #SonomaStrong is not just a 
hashtag, but a way of life.  ACS's drive and 
determination to fight and be resilient empowers 
us to keep fighting for not just our business, but 
also for yours. We are all in this together and 
your success is our success.   

For more information or to customize a 
plan for your practice, contact us today.

http://www.acsdt.com
mailto:info@acsdt.com
http://www.acsdt.com
mailto:info@acsdt.com



	WhitePaper
	Technology Guide To Reopening Your Practice
	May 18 2020
	TeleHealth Security Tips

